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Presentation
®0

Presentation

Presentation

® Challenge proposed to the students attending to 5IR
security training.
® Proposed by :
® Eric Alata
® Fernand Lone Sang
® Vicent Nicomette

® Guessing the name of a famous city
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Presentation Analysing mystery file

oe

Presentation

Guessing the name of a famous city

Download file to study wget, Chrome, IE6

Analyse the file file

Analyse network traces wireshark

Unix debugging tools objdump, gdb

Text editors vim

Neat hexa editor vim + xxd

a C compiler gcc

desassembler & decompiler IDA

a scripting language which helps a bit PHP
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Analysing mystery file
[ ]

Analysing mystery file

How about asking file ? (/etc/magic)

[y

$ file 6ca7d2294a4b33d65a56d805da903297

6ca7d2294a4b33d65a56d805da903297: extended
tcpdump capture file (little-endian) -
version 2.4 (Ethernet, capture length 65535)

N

II"\-:jII"\-"‘;;

seizinle —'1_1-
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entation ing m ry file

Pre

Analy

[ 1o}

Conversation

Wireshark

Trace tcpdump U cr

pti

Bin

Flle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEee s L. = Q IIIEI F@MEE:- @
Filter: | Expression... E

No. Time Source Destination

30.000402 |192.168.1.9 192.168.1.8
43.528642 |192.168.1.8 192.168.1.9
53.528841 192.168.1.9 192.168.1.8
65.240364 |192.168.1.8 192.168.1.9
75.240564 |192.168.1.9 192.168.1.8
87.932830 192.168.1.9 192.168.1.8
97.933032 |192.168.1.8 192.168.1.9
10 16.726641 192.168.1.8 192.168.1.9
11 16.726842 192.168.1.9 192.168.1.8
12 23.973518 |192.168.1.8 192.168.1.9
13 23.973720 |192.168.1.9 192.168.1.8

> Frame 1: 74 bytes on wire (592 bits),

> Ethernet II, Src: AsustekC 71:72:e5
» Internet Protocol Version 4, Src: 192.16
> Transmission Control Protocol, Src Port

0000 90 e6 ba 71 73 c3
0010 00 3c 61 92 40 00
0620 01 68 be e2 04 d2
0030 16 dﬂ 09 el 06 00

%
40

€6
06

ba 71
55 c8
52 59

59 a3
HZ H4 05 b4

e File: "6ca7d229424b33d65a5648054290...

72 €5
co a8
06 00
04 02

08 00 45 00
01 09 cO a8
00 00 ad 82
08 0a 08 72

Adventures in solving INSA Toulouse challenge

Protocol Length Info H

TCP

Dst:

..gs...

Packets: 275 Displayed: 275 Marked: 0 Load time: 0:00.129

. qr...E.
.<a.@.q. U..
5 Y. RY

ACK] Seq=0 Ack=1 Win=5792 Len=8 MSS=146€
Seq=1 Ack=1 Win=5888 Len=0 TSval=7484363
, ACK] Seq=1 Ack=1 Win=5824 Len=8 TSval=74
Seq=1 Ack=9 Win=5888 Len=0 TSval=7485245
ACK] 5eq=9 Ack=1 Win=5824 Len=8 TSval=74
Seq=1 Ack=17 Win=5888 Len=0 TSval=748567
ACK] Seg=1 ACK—U Win=5888 Len=4 Tsval=?
5824 Len=0 TSval=748604
Win=5824 Len=43 TSval=
5888 Len=0 TSval=748854
5 Win=5824 Len=3@ Tsval=

74 search-agent > 48866
66 48866 > search-agent
74 search-agent > 48866
66 48866 > search-agent
70 48866 > search-agent
66 search-agent > 48866
109 search-agent > 48866
66 48866 > search-agent
96 search-agent > 48866
66 48866 > search-agent

ACK] 5eq=60 Ack:
Seq=5 Ack=90 Win=5888 Len=0 TSval=749635

[ACK]

74 bytes captured (592 bits)
(90:e6:ba:71:72:e5), Dst: AsustekC 71:73:¢3 (90:e6:ba:71:73:¢3)
.1.9 (192.168.1.9),
: 48866 (48866), Dst Port:

192.168.1.8 (192.168.1.8)
search-agent (1234), Seq: @, Len: 0

Profile: Default

Bitma



file Trace tcpdump Decryption Bir
oe

Conversation

Conversation

Stream Content

salut !
cava?
Bof
Bof

LoL

Bon, bref ...

y a un probl..me ?

Ouais, j'ai eu une panne de jus et certains secteurs de mon DD sont nazes

ha....
tu n'as pas fait des sauvegardes ?
ben non .

tu veux un coups de main ?

Tu peux peut m'envoyer le fichier si tu veux...

ouais, j'en ai un notamment que j'aimerais bien recuperer

comme il est un peu confidentiel, je prefere te 1'envoyer chiffre par du DES
mets ton certificat sur un site FTP et je 1'utiliserai pour chiffrer

la cle DES. Je te mettrai ensuite cette cle chiffree ainsi que le binaire
chiffre sur un site Web

Ca marche ?

Bofff

ah ah, elle est bonne ....

Entire conversation (681 bytes)

Q Rechercher | [©|Enregistrer sous || lwaiImprimer | () ASCII () EBCDIC () HexDump () CArrays (&) Raw
| — = J

| @ Aide | | MF\I\erOulThlsSlream | W
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Presentation Analysing m ry file Trace tcpdump Decryption Bin b Bitma

®00000

Extraction des fichiers

Certificate

Protocol
e File transfert via FTP in binary mode (TYPE I)

Stream Content

.9.aw.Hc%. .e...F..B
<3/....3

do
WY ¢ CLEVEXRT=/< TR Gy
9.Y...j0P..hR..au.....btr>7..3..1q.

.-2.ug0Ye.Q#. .. .. 5.4 vkl HKN....8..... % H..

T} i Eolloooooct b foalol ]
X0 hs_s? ~@
Entire conversation (1748 bytes) B
QRechercher || [P Enregistrer sous (s Imprimer | ) ASCII O EBCDIC O HexDump O cAmrays © Raw

i | (5 ier out s e |

Adventures in solving INSA



entation Analysing m ry file Trace tcpdump Decryption

Extraction des fichiers

Certificate

Name of the file sent

® named cert.pl2.

® pl2... critical for the next part.

Stream Content

220 geitpl®l1-11.insa-toulouse.fr FTP server (Version 6.4/0penBSD/Linux-ftpd-8.17) ready.
USER debug

331 Password required for debug.

PASS dgei

230 User debug logged in.

SYST

215 UNIX Type: L8 (Linux)

TYPE 1

200 Type set to I.

CWD /tmp

256 CWD command successful.

PORT 192,168,1,9, 140,62

2686 PORT command successful.

STOR cert.pl2

150 Opening BINARY mode data connection for 'cert.pl2'.
226 Transfer complete.

QuIT

221 Goodbye.

Entire conversation (445 bytes)

<mor;
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Trace tcpdump

[o]e] le]ele]

Extraction des fichiers

Encrypted target key and file

HTTP

e GET / on 192.168.1.12

1| <html><head><meta charset="utf-8" /></head>
<body>

3| <P><b><A href=./cle_des.chiffree>La cle chiffree
</A>

4| <P><b><A href=./fichier.chiffre>Le fichier
chiffre</A>

5/ </body></html>

N
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Trace tcpdump

000e00

Extraction des fichiers

Encrypted target key and file

HTTP

® GET /cle_des.chiffree on 192.168.1.12

¥ CUITLEITL CENy LiTs L7 a1 yT
Keep-Alive: timeout=15, max=97\r\n
Connection: Keep-Alive\r\n
Content-Type: text/plain\rin
\r\n

¥ Line-based text data: text/plain
Lhi4ARBMtIVcYn8LuTDAhkz3EngBrXKxvi®8LUB4PDFX7sYuG+ASbF3fPGLLDbSXc4UGTUHALIBI7I\N
ncQfwLvgugVbBErHsb5q11bGWTaCwZ8Iw2X4hWg0dbn78ef+j twhbuE4TNSFxqkPPBPQ8WisHMdZg\n
B04UZF/raMpFNFvu@FI8=\n

90 eb ba 71 73 c3 96 e6 ba 4e ce db 08 68 45 66
02 87 ee f7 40 00 40 86 <6 94 cO aB 81 Oc cO aB
61 88 80 50 9f d1 98 af 6a a9 Sa 3f fa 92 80 18
60 9e 20 bb 60 60 61 81 ©8 Ba 00 73 Be 98 0O 73]

0000
0010
0020
0030

Adventures in solving INSA Toulouse challenge Benoit Morgan <mo: Qetud.insa-toulouse.fr> 11



Trace tcpdump

[o]e]e]e] Jo]

Extraction des fichiers

Encrypted target key and file

HTTP

e GET /fichier.chiffre on 192.168.1.12

fyavh

¥ Line-based text data: text/plain H
U2FsdGVkX18LDpHrs2co91HR3e1EeWECZztggSEraxCusInB02338DorNrg7vlqjJla0QX68cokgerin
EXFuAMPK/KYYhaPk59RNOGzMsZpRpFcvf3iwvXTo53PWrunk0IBDIniLBeUHPThHRWRINAU+8wIw\n
G2VehomWFugt2+JHq/UIv11Kj2zEcL8dI91/kk8+5y4BYxIVEViBKtLTX29I fhWCfMYNRoBbOWUO\N
04vi/B8a0Gx9L94epr51Un9chM4KBGLSdcvkrDdSnusQFUNLY juyM9yBH1kfGemSIOKLN79sua/26m\n
pbesLnFkVi9xFq0j26xQLkiM+4mpBw60r19ofZ1lyjhKWPCcvHSV4AkvpncFbVx8a+LgsvVclgdx\n
YGeem7FK4k7RnT fdSMsATI hcRRO71hSvZ1uPVYOPAS2MHMCTXY 1vNvBk9HrezoHANYi x77nKc41X\n

CEEINO0 e6 ba 71 73 c3 90 e6 ba 4e ce db ©8 80 45 €9
CLIGENO4 ae cf 8f 40 00 40 86 e3 55 cO a8 01 B¢ cO af

Frame (1212 bytes) | Reassembled TCP (132914 bytes)

Adventures in solving INSA Toulouse challenge Benoit Morgan <mor; etud.insa-toulouse.fr> 1



Trace tcpdump

[e]e]e]e]e] ]

Extraction des fichiers

Pizza break
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Decryption
°

Certificate

Certificate

PKCS12 container

® Store public keys...

® but also private ones
® convert PKCS12 to PEM

1/$ openssl pkcsl2 -clcerts -in cert.pl2 -out cert
.pem

Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

bW N
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Presentation Analysing mystery file dump Decryption Bin

Decrypting DES secret key

Decrypting DES secret key

cle des.chiffree file

® Encrypted using RSA
® Base 64 encoded

® Base 64 decoding then RSA decryption using private key
from cert.pem

[y

$ base64 -d clef_chiffree > cle_bin

$ openssl rsautl -decrypt -inkey cert.pem -in
cle_bin -out cle

Enter pass phrase for cert.pem:

$ cat cle

celscdes

N

o~ W
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Presentation Analysing mystery file dump Decryption Bin

0

Decrypting fichier chiffré

Decrypting fichier chiffré

fichier.chiffre file

® Encrypted using DES
® base 64 encoded

® base 64 decoding then DES decryption using DES
(celscdes)

$ base64 -d fichier > fichier_bin

$ openssl des-cbc -d -in fichier_bin -out bin

$ file bin

bin: ELF 32-bit LSB executable, Intel 80386,
[...] dynamically linked, [...] for GNU/Linux
2.6.15, [...] not stripped

BN =
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Decryption

oe
Decrypting fichier chiffré

Pizza break
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Binary analysis
©00000000000

ELF binary file

Bad instruction

Assembly analysis

® Enter height hexadecimal characters
® Bad instruction? 7?7

[y

$ ./bin FOOBAABA
Welcome in StUpl2.9
Instruction non permise (core dumped)

w N
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entation Analysin y cryption Binary analysis
o ( O 0®0000000000 C )

ELF binary file

Bad instruction

Assembly analysis

® Reading assembly code
® |s somebody bitflipping around :D

B ~/Do i hallenge 79x23.
178 80486e4: 85 cO test  %eax,%eax

179 80486e6: 74 09 je 8048671 <frame_dunmy+6x21>
180 80486e8: C7 04 24 1c af 04 68 movl  $Ox804aflc, (%esp)

181 80486ef: ff do call  *%eax

182 80486f1: c9 Teave

183 80486f2: c3 ret

184 80486f3: 90 nop

185

186 08048674 <vm init>:

187 80486f4: 55 s,ebp
28 c7 05 0x5¢728ec (%ebx)
08 60 00 0806, %ecx
%al, (%eax)

6d 06 08 00 movl  $6x0,0x8060dcO
0

d 06 08 00 movl  $0x0,0x8060dCC

195 3048715: 60 60 00

196 8048718: b8 40 96 04 08 mov  $6x8049640,%eax

197 804871d: C7 44 24 04 O 48 01 movl  $OX148c0, 0x4(%esp)

198 8048724: 60

199 8048725: 89 04 24 mov  %eax,(%esp)

-- VISUEL LIGNE -- 188,37 13%
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entation Analysin

cryption

Binary analysis
00@000000000 C )

ELF binary file

Bad instruction

Correcting defau

Its

® Stack frame setup is missing

® Replacing faulty instruction using mov %esp, %ebp

183 8048672:
184 80486f3:

186 08048674
187 80486f4.

486
8048677
190 80486fa:
191 8048701:
192 8048704:
193 804876b:
194 804870e:
195 8048715:
196 8048718:
197 804871d:
-~ VISUEL LIGNI

garfunk@grosnoob: ~/Documentsfinsa/3SEC/secu/challenge 79x23

ns_ok
: b8 0 00 00 00 mov
85 co test
;74 09 je
1 7 04 24 1c af 04 88 Mmovl
: ff do call
:c9 leave
= ret
9 nop
<m_init>:
55 push
m

sub
c7 05 c4 0d 06 68 00 movl

c7 85 co 0d 06 88 08 movl

€7 85 cc 0d 06 88 08 movl

b8 40 96 04 08 mov
04 c0 48 61 movl

s
£
N
B

c
E --

$0x0, %seax

seax, seax

8048671 <frame_dunmy+6x21>
$0x804aflc, (%esp)

*seax

Sebp

S| P
$0%28, %esp
$0x0,0x8060d c4

$0x0,0x8060dcO
$6x0, 0x8068dcC

$0x8049640,%eax
$0x148c0, 6x4 (%esp)
bt

88,11 13%

Adventures in solving INSA Toulouse challe

nge
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Binary analysis
000@00000000

ELF binary file

Page faults !

Segmentation WTF fault

® We still get another page fault

$ ./bin FOOBAABA

Welcome in StUpl12.9

rom size: 84160 bytes

ram size: 4194304 bytes

Erreur de segmentation (core dumped)

ol WwN =
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Presentation Analysing m

ption Binary analysis

Bitma
00000000000

ELF binary file

Page faults, page faults!

Assembly analysis

® gdb insights

iz} ~/Doc i hallenge 7923
(gdb) start FOOBAABA

Temporary breakpoint 1 at ©x8849545
starting program: /home/garfunk/Documents/insa/5SEC/secu/challenge/bin FOOBAABA

Ter
(g
Continuing.

Welcome in Stupl2.9
rom size: 8416 bytes
ram size: 4194304 bytes

mporary breakpoint 1, 0x68649545 in main ()
db) ¢

Program received signal SIGSEGV, Segmentation fault.
0x0804937b in vm launch ()

(gdb) bt

#0 0x0804937b in vm_launch ()

#1 ©xf7€384b3 in _ libc start main () from /1ib32/libc.s0.6
#2 0x08048661 in _start ()

(gdb)

Adventures in solving INSA Toulouse challenge




ntation Analysing mystery file

® Function call to some faulty address
® Remplacing to a right branch address
® Those faulty hdd sectors :) ...

) 16022
1254 8049543: 89 e5 mov  %esp,%ebp 1254 8049543: 89 e5 mov  %esp,%ebp

1255 8049545: 83 e4 fo and  SxFffffe,esp : 83 e4 fo and  SxFFffffo,%esp
1256 8049541 sub  56x10,%esp 8: 83 ec 10 sub  56x10,%esp

1257 804954t mov  6Xc(%ebp), %eax 45 6c mov  6xc(%ebp), %eax
1258 804954 mov  %eax,oxd(%esp) 189 44 24 04 mov  %eax,0xd(%esp)
1259 8049552 mov  0XB(%ebp),%eax : 8b 45 68 mov  0XB(%ebp),%eax
1260 8049555: mov  %eax, (%esp) : 89 04 24 mov  %eax, (%esp)

1261 804955 call  80488al <banner> : e 44 3 £f f call  80488al <banner>
1262 804955 mov  6xc(%ebp), %eax 45 6c mov  OXc(%ebp), %eax
1263 804956/ mov  %eax,oxd(%esp) : 89 44 24 04 mov  %eax,0xd(%esp)
1264 8049564 mov  0xB(%ebp),%eax : 8b 45 68 mov  0XB(%ebp),%eax
1265 8049567 mov  %eax, (%esp) 7: 89 04 24 mov  %eax, (%es|

1266 804956: call 804864 <vm init> 85 f1 ff f call 804864 <vm init>
1267 8049561 call  804937b <vm launch+6x9> : es [EHd ff T call 8049372 <vm launch>
1268 8049574: mov  $x9,%eax : b8 00 60 00 60 mov  $6x0,%eax

1269 8049579 leave leave

1270 804957a: re : ret

1271 804957b: 90 nop : nop

1272 804957c: 90 nop 272 se4ss7c: 90 nop

1273 _804957d: 90 nop ll1273 8e49574: 90 nop
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Binary analysis
000000800000

ELF binary file

A virtual machine...

IDA disassembly

® Analysing essential functions
® vm_launch, get_op_a, get_op_b.

® A virtual machine executes a program using a custom ISA
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Binary analysis
000000080000

ELF binary file

vm_launch

.text:08049372 public vm_launch

.text:08049372 vm_launch proc near ; CODE XREF: maint2D}p
.text:08049372

.text:08049372 war_C = dword ptr -0Ch

.text:08049372

.text:08049372 push ebp

.text:08049373 mov ebp, esp

.text:08049375 sub esp, 28h

.text:08049378 Jmp lec_8043530

.text:0804937D
.text:0804937D

.text:0804937D loc_B04337D: ; CODE XREF: vm_launch+1C8}j
.text:0804937D mov eax, ds:dword_8060DCO

.text:08049382 mov eax, dword ptr rom[eax*4]

.text:08049389 shr eax, 18h

.text:0804938C mov [ebp+var_C], eax

.text:0804938F cmp [ebpivar_C], 3

.text:08049393 jnz short loc_804239F

.text:08049395 call vm_exec_mov

.text:0804939A Jmp loc_8043523

.text:0804939F
text:0804939F

.text:0804939F loc_B043339F: ; CODE XREF: vm_launch+211j
.text:0804939F cmp [ebp+var_C], OFh

.text:080493A3 jnz short loec_80433AF

.text:080493A5 call vm_exec_add

.text:080493AA Jmp loc_B043523

.text:080493AF
.text:080493AF
.text:080493AF loc_B80433AF: ; CODE XREF: vm_launch+311j

Adventures louse challenge oulouse.fr> 2



Binary analysis
000000008000

ELF binary file

vm_launch

® Running over the ROM.
® Decoding opcodes.
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ELF binary file

Binary analysis
000000000800

get op.a

.text:08048932
.text:08048932
.text:08048932
.text:08048932
.text:08048932
.tlext:08048932
.text:08048932
.text:08048932
.text:08048932
.text:08048932
.text:08048933
.text:08048935
.text:08048936
.text:08048939
.text:08048940
.text:08048945
.text:0804894C
.text:0804894F
.text:08048952
.text:08048959
.text:0804895E
.text:0804895E
.text:0804895E
.text:0804895E
.text:08048963
.text:0804896A
.text:0804896D
.text:08048970
.text:08048972
.text:08048974

Adventures

public get_opa

get_opa proc near ; CODE XREF: vm_exec_mov+Elp
; vmn_exec_afc+Elp ...
var_18 dword ptr -18&h
wvar_14 dword ptr -14h
var_10 dword ptr -10h
wvar_C = dword ptr -0Ch
push ebp
mov ebp, esp
push ebx
sub esp, 24h
mov [ebp+var_C], 0
mov eax, ds:dword_8060DCO
mov eax, dword ptr rom[eax*4]
and eax, 3
mov [ebp+var_10], eax
mov [ebpivar_14], ©
Jmp loc_B804BASA
loc_804835E: ; CODE XREF: get_opa+l2EL]
mov eax, ds:dword_8060DCO
mev edx, dword ptr rom[eax*4]
mov eax, [ebp+var_14]
add eax, 1
add eax, eax
mov ebx, edx
mowv ecx, eax

louse challenge

oulouse.fr> 2



Binary analysis
000000000080

ELF binary file

get op.a

® Operand decoding first operand from current instruction.

® |dentical to get_op_b.
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Binary analysis
00000000000e

ELF binary file

Pizza break
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Presentation Analysing mystery file ump Decryption Reverse 0.

O @000000000000000000 O

REVEES

Studying ISA

vm_launch () main switch

® Instructions 4 double words sized (4 x 4 bytes)

® |east significant byte from 1%t double word : opcode
e 24 different opcodes :

MOV, AFC

JMP, JXX, CALL, RET, ZRET

ADD, SUB, MUL, DIV, MOD

NOT, AND, OR, XOR, SHIFTL, SHIFTR

LT

PRI, DUMP, OUT, DBG, ERROR
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Reverse
0®00000000000000000

REVEES

Studying ISA

1 void vm_launch() {

2 for (eip = 0; eip < 0x5230; eip += 4) {
3 int opcode = rom[eip] >> 24;

4 switch (opcode) {

5 case 0: vm_exec_pri(); break;
6 case 1: vm_exec_dump(); break;
7 case 2: vm_exec_out(); break;
8 case 3: vm_exec_mov (); break;
9 case 4: vm_exec_afc(); break;
10 case 5: vm_exec_jmp(); break;
11 case 6: vm_exec_jxx(); break;
12 case 7: vm_exec_ret(); break;
13 case 8: vm_exec_zret(); break;
14 case 9: vm_exec_call(); break;
15 case 10: vm_exec_shiftl(); break;
16 ..

17 case 23: vm_exec_error (); break;
18 default:

19 fprintf (stderr, "Error vm_launch: opcode = %x\n", opcode);
20 exit (1);

21 ¥

2}

23 }
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O0@000000000000000O ¢

REVEES

Studying ISA

get-opa(), get-opb()

Instructions can use up to 2 operands.

Each operand is uses 1 to 3 double words (composition
using sum).

An operand can be up to 3 double words big.

Memory access : direct or indirect

2 memory addressing modes :

® Absolute
® Relative to esp
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Presentation Analysing mystery file pdump Decryption Bir Reverse 0.

)O O00@000000000000000 O

REVEES

Studying ISA

get-opa(), get-opb()

® The number of double words used by each operand and
the addressing modes are encoded in the least significant
bits from the first double word :

® 2 bits : number of double words used by opA

® For each double words composing opA, 2 bits :
addressing mode used by this par of opA

® 2 bits : number of double words used by opB

® For each double words composing opB, 2 bits :
addressing mode used by this par of opB
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Reverse
0000®00000000000000

REVEES

Studying ISA

int get_opa() {
int nbMotsOpA = rom[eip]l & 3;
int opA = 0;

int tag = (rom[eip]l >> 2 * (i + 1)) & 3;
int partOpA = rom[eip + i + 1];

1
2
3
4
5 for (int i = 0; i < nbMotsOpA; i++) {
6
7
8 switch (tag) {

9 case 0: opA += esp + partOpA; break;

10 case 1: opA += partOpA; break;

11 case 2: opA += ram[esp + partOpAl; break;
12 case 3: opA += ram[partOpA]l; break;

13 default:

14 fprintf (stderr, "Error vm_exec_mov: tag(a) = %x\n", tag);
15 exit (1);

16 }

17 }

18

19 return opA;

20
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Presentation Analysing mystery file dump Decryption B a Reverse 0.

) 0000000000000 000000 C

REVEES

ROM disassembly

Creating a disassembler

® Reading ROM and decoding the instructions

® Displaying using mnemonics...
® JXX esp + 0x0000000c 5079
® .. and pseudo-code
® if ram[esp + Oxc] then eip <- Ox4f5c (L001C)

® Solving jump symbols and function calls
e Computing necessary elements to start reverse !
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Reverse
000000@000000000000

REVEES

ROM disassembly

1 AFC esp + 0x00000004 0x81847082 | ram[esp + 0x00000004] <- 0x81847082

2 AFC esp + 0x00000005 0x11bb243b | ram[esp + 0x00000005] <- 0x11bb243b

3 AFC esp + 0x00000006 Oxaa72594e | ram[esp + 0x00000006] <- Oxaa72594e

4 AFC esp + 0x00000007 0x21fe5662 | ram[esp + 0x00000007] <- 0x21fe5662

5 AFC esp + 0x00000008 0x67452301 | ram[esp + 0x00000008] <- 0x67452301

6 AFC esp + 0x00000009 Oxefcdab89 | ram[esp + 0x00000009] <- Oxefcdab89

7 AFC esp + 0x0000000a 0x98badcfe | ram[esp + 0x0000000a] <- Ox98badcfe

8 AFC esp + 0x0000000b 0x10325476 | ram[esp + 0x0000000b] <- 0x10325476

9 AFC esp + 0x0000000c + 0x00000000 0x351ff482 | ram[esp + 0x0000000c + 0x00000000] <- 0x351ff482
10 ...

11 AFC esp + 0x00000£64 + 0x0000003f 0xeb86d391 | ram[esp + 0x00000f64 + 0x0000003f] <- 0xeb86d391
12 JMP 4025 | eip <- 0x3ee4 (L0000)

13 Lleftrotate:

14 AFC esp + 0x00000003 0x00000000 | ram[esp + 0x00000003] <- 0x00000000

15 AFC esp + 0x00000004 0x00000000 | ram[esp + 0x00000004] <- 0x00000000

16 MOV esp + 0x00000005 esp + Oxfffffffe | ram[esp + 0x00000005] <- ram[esp + Oxfffffffel

17 MOV esp + 0x00000000 esp + 0x00000005 | ram[esp + 0x00000000] <- ram[esp + 0x00000005]

18 MOV esp + 0x00000005 esp + Oxffffffff | ram[esp + 0x00000005] <- ram[esp + Oxffffffff]

19 MOV esp + 0x00000001 esp + 0x00000005 | ram[esp + 0x00000001] <- ram[esp + 0x00000005]

20 MOV esp + 0x00000005 esp + 0x00000000 | ram[esp + 0x00000005] <- ram[esp + 0x000000001]

21 MOV esp + 0x00000006 esp + 0x00000001 | ram[esp + 0x00000006] <- ram[esp + 0x00000001]

22 SHL esp + 0x00000005 esp + 0x00000006 | ram[esp + 0x00000005] <<= ram[esp + 0x00000006]
23 MOV esp + 0x00000003 esp + 0x00000005 | ram[esp + 0x00000003] <- ram[esp + 0x00000005]

24 AFC esp + 0x00000005 0x00000020 | ram[esp + 0x00000005] <- 0x00000020

25 MOV esp + 0x00000006 esp + 0x00000001 | ram[esp + 0x00000006] <- ram[esp + 0x00000001]

26 SUB esp + 0x00000005 esp + 0x00000006 | ram[esp + 0x00000005] -= ram[esp + 0x00000006]

27 MOV esp + 0x00000002 esp + 0x00000005 | ram[esp + 0x00000002] <- ram[esp + 0x00000005]

28 MOV esp + 0x00000005 esp + 0x00000000 | ram[esp + 0x00000005] <- ram[esp + 0x00000000]

29 MOV esp + 0x00000006 esp + 0x00000002 | ram[esp + 0x00000006] <- ram[esp + 0x00000002]

30 SHR esp + 0x00000005 esp + 0x00000006 | ram[esp + 0x00000005] >>= ram[esp + 0x00000006]
31 MOV esp + 0x00000004 esp + 0x00000005 | ram[esp + 0x00000004] <- ram[esp + 0x00000005]

32 MOV _esp + 0x00000005 esp + 0x00000003 | ram[esp + 0x00000005] <- ram[esp + 0x00000003]

in solving INSA challenge <jmarchan@etud.insa
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0000000@00000000000 O

REVEES

JUMP ' JUMP! JUMP I JUMP!

® ROM starts by 4000 AFC (initialising memory)...

® Puis: JMP 4025 | eip <- 0x3ee4 (L0000)

® 10000 : JMP 4224 | eip <- 0x4200 (L0001)

e 10001 : JMP 4280 | eip <- 0x42e0 (LOOOB)

® L000OB : JMP 4321 | eip <- 0x4384 (L0OOOC)

® | 000C : JMP 4621 | eip <- 0x4834 (LOOOD) (after 256 AFC)
e L00OD : JVP 5098 eip <- 0x4fa8 (L0010) (after 256 AFC)
® 10010 : JMP 5129 | eip <- 0x5024 (L0O1D)

e L001D : JMP 5175 | eip <- 0x50dc (L0020)
e [ 0020 : JMP 5200 | eip <- 0x5140 (L0021)
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Reverse
0000000080000000000

REVEES

|dentifying main procedure

1 L0024:

2 AFC esp + 0x000011a4 0x00000000

3 MOV esp + 0x000011a5 esp + 0x00000000

4 MOV ram[esp + 0x000011a4] + esp + 0x00000f12 esp + 0x000011a5
5 AFC esp + 0x000011a5 0x00000001

6 MOV esp + 0x000011ad esp + 0x000011a5

7 MOV esp + 0x000011ab esp + 0x00000001

8 MOV ram[esp + 0x000011a4] + esp + 0x00000f12 esp + 0x000011a5
9 CALL 4026 4517

10 MOV esp + 0x000011a4 esp + 0x000011a5

11 CALL 4281 4517

12 MOV esp + 0x000011a4 esp + 0x000011a5

13 CALL 4578 4517

14 MOV esp + 0x000011ad esp
15 CALL 4878 4517

16 MOV esp + 0x000011a4 esp + 0x000011a5

17 MOV esp + 0x000011a5 esp + 0x00000002

18 CALL 5130 4518

19 MOV esp + 0x000011a4 esp + 0x000011a6

20 MOV esp + 0x000011a5 esp + 0x000011ad

21 MOV esp + 0x0000000c + 0x00000001 esp + 0x000011a5
22 MOV esp + 0x000011a5 esp + 0x00000003

23 CALL 5130 4518

24 MOV esp + 0x000011a4 esp + 0x000011a6

25 MOV esp + 0x000011a5 esp + 0x000011ad

26 MOV esp + 0x0000000c + 0x00000002 esp + 0x000011a5
27 CALL 5099 4517

28 MOV esp + 0x000011a4 esp + 0x000011a5

29 CALL 5201 4517

30 MOV esp + 0x000011a4 esp + 0x000011a5

+

0x000011a5
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REVEES

Reverse

000000000 e000000000

|dentifying main procedure

L0024:

ram[esp + 0x000011a4] <- 0x00000000

ram[esp + 0x000011a5] <- ram[esp + 0x00000000]

ram[ram[esp + 0x000011a4] + esp + 0x00000f12] <- ram[esp + 0x000011a5]
ram[esp + 0x000011a5] <- 0x00000001

ram[esp + 0x000011a4] <- ram[esp + 0x000011a5]

ram[esp + 0x000011a5] <- ram[esp + 0x00000001]

ram[ram[esp + 0x000011a4] + esp + 0x00000f12] <- ram[esp + 0x000011a5]

func: Lmd5, eip <- 0x3ee8, esp <-
ram[esp + 0x000011a4] <- ram[esp +
func: Loutmd5, eip <- Ox42e4, esp
ram[esp + 0x000011a4] <- ram[esp +
func: Lrc4init, eip <- 0x4788, esp
ram[esp + 0x000011a4] <- ram[esp +

esp + Ox1iab

0x000011a5]

<- esp + Oxl1lab

0x000011a5]
<- esp + Ox1lab
0x000011a5]

func: Lrcdenc, eip <- 0x4c38, esp <- esp + Oxllab

ram[esp + 0x000011a4] <- ram[esp +
ram[esp + 0x000011a5] <- ram[esp +
func: Lint2str, eip <- 0x5028, esp
ram[esp + 0x000011a4] <- ram[esp +
ram[esp + 0x000011a5] <- ram[esp +
ram[esp + 0x0000000c + 0x00000001]
ram[esp + 0x000011a5] <- ram[esp +
func: Lint2str, eip <- 0x5028, esp
ram[esp + 0x000011a4] <- ram[esp +
ram[esp + 0x000011a5] <- ram[esp +
ram[esp + 0x0000000c + 0x00000002]
func: Loutdata, eip <- Ox4fac, esp
ram[esp + 0x000011a4] <- ram[esp +
func: Ltestmd5, eip <- 0x5144, esp
ram[esp + 0x000011a4] <- ram[esp +

res in solving INSA

ulouse challenge

0x000011a5]

0x00000002]

<- esp + Ox1la6
0x000011a6]

0x000011a4]

<- ram[esp + 0x000011a5]
0x00000003]

<- esp + Ox1la6
0x000011a6]

0x000011a4]

<- ram[esp + 0x000011a5]
<- esp + Ox1llab
0x000011a5]

<- esp + Ox1l1ab
0x000011a5]

<jmarchan@etud.insa
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Reverse
0000000000e00000000

REVEES

|dentifying main procedure

Translation in C-vilized language

rcdinit () ;
rcdenc () ;
9 VAL_Oxd = int2str (VAL_0x2);
10 VAL_Oxe = int2str (VAL_0x3);
11 outdata () ;
12 testmd5 () ;

1| void main() {

2 TAB_O0xf12[0] = VAL_0x0;
3 TAB_Oxf12[1] = VAL_Ox1;
4

5 md5 () ;

6 outmd5 () ;

7

8
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Presentation Analysing mystery file Tra dump Decryption B a Reverse 0.

) OO000000000@0000000 C

REVEES

Reverse ALL the functions!

Reverse des fonctions

® Example : int2str

e LIVE Demo!

® Fg listings/int2str.asm, listings/int2str_1.c,
listings/int2str_2.c, listings/int2str_3.c,
listings/int2str_4.c.
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Reverse

00000000000 0e00000

REVEES

Analysing main procedure

WTF is this?

® The key k is 4 bytes long : Oxaabbccdd.
® |t is partitioned in two parts.

® The first part (aabb) is a secret key which has been used
to cipher a file using RC4 primitive.

® This file is decrypted using rc4init () and rcdenc()
functions. The decrypted result is written is Oxbeef file by
outdata() function.

® |f the key is incorrect, the VM program displays the
following message : " Error while executing VM : bad
key I".
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ation Analysing mystery file imp  Decryption EQLE REVEES

O 0000000000000 e0000

REVEES

Analysing main procedure

Why an hash function for?

® A quasi identical to MD5 hash function is used to verify
integrity of decoded file. It is done by verifying the secret
key a using a sort of key derivation function.

® The ROM file contains an expected value h computed
as : h=H(k[1:0]||p[14 << 2:2 << 2]) (byte unit)
® Padding value p is stored in the binary.

® Decryption is verified by comparing expected h to the
computed one using user given key.
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Presentation Analysing mystery file pdump Decryption Bir Reverse 0.

)O 0000000000000 0e0000 O

REVEES

Analysing main procedure

What about the remaining part of the key ?

® The second part of the key is converted to a decimal
ASCII string representation.

® Then it is written in the second and the third position of
the decrypted file. To an expected position as in a
template.

® \We guess that it will be used to decrypt once again some
data in the decrypted file in a next step...
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Reverse
000000000000000e00

REVEES

Looking for the first part of the key...

How to get the first part of the key?

® 2 bytes = 65536 possibilities.

A brute force seem now reasonable !

But execution in the VM is pretty (too) slow (1 minute
per attempt).

That waitable but we want to win :D

Solution : extract the reversed md5 key check and brute
force it on hardware.
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Reverse
0000000000000000e00

REVEES

Getting help from PHP !

<?php
include ’fake_md5.php’;

1
2
3
4 $message = array (

5 0x31313131, 0x32323232, 0x33333333, 0x34343434,
6 0x35353535, 0x36363636, 0x37373737, 0x38383838,
7 0x39393939, 0x30303030, 0x31313131, 0x32323232,
8 0x33333333, 0x80343434, 0x000001b8, 0x00000000

9);

10

11 $hash = sprintf ("%08x", reorder (0x81847082))
12 sprintf ("%08x", reorder (0x11bb243b))
13 sprintf ("%08x", reorder (0xaa72594e))
14 sprintf ("%08x", reorder (0x21fe5662));
15

16 for ($i = 0; $i <= 255; $i++) {
17 for ($j = 0; $j <= 255; $j++) {

18 $message [0] = $i;

19 $message [1] = $j;

20 if (fake_md5($message) == $hash) {
21 printf ("%02x%02x", $i, $3);

22 break 2;

23 }

24 }

25 }
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Reverse
00000000000000000e0

REVEES

Looking for the first part of the key...

Banzari!

$ php bruteforce_1.php

3320

$ ./challenge.bin 3320ffff

Welcome in StUpl2.9

[...]

Executing Ltestvalue

$ file Oxbeef

Oxbeef: ASCII text, with very long lines

O~NO OB WN =
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Reverse
000000000000000000e

REVEES

Pizza break
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Oxbeef file

Oxbeef file... what's in there?

s WN -

~N o

10
11

12

13
14

Adventures in solving INSA Toulouse challenge

/K [ 255 255 ] def 7, deuxieme partie de la cle
/D [
% code PS a dechiffrer avec RC4

] def

/makestring {dup length string dup /NullEncode
filter 3 -1 roll {1 index

exch write} forall flushfile } def

/JE { S j S igets i S j get put put } def

/init { /S 0 1 255 {} for 256 array astore def
j 0 def 0 1 255 { /i exch def

/j j S i get add K i K length mod get add 256
mod def E } for } def

/rcfour {

/i 0 def /j 0 def [ D { /i i 1 add 256 mod def
j jJ S i get add 256 mod def E S

S i get S j get add 256 mod get xor } forall D
length array astore /D exch def

pop } def

init rcfour D makestring cvx exec
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Presentation Analysing mystery file pdump Decryption Bir Oxbeef Bi

000 O@000 O

Oxbeef file

Looking for the second half of the key...

® \We meet again with the decimal representation of the
second part of the user entered secret key from the last
step..

® |t is used to decrypt Postscript code from within /D
variable.

® Obviously without the right key, file execution fails
(exec).

® 65536 possibilities of small file RC4 decryption, one can
brute force efficiently.
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Oxbeef file

Looking for the second half of the key...

Decryption oracle :

1 <?php
2 $ret = 0;
3 $ps = file_get_contents(’Oxbeef’);

4
5 for ($i = 255; $i >= 0; $i--) {

6 for ($j = 255; $j >= 0; $j--) {

7 $ps = preg_replace(’#/K \[ [0-9]+ [0-9]+ \] def#’, "/K [ $i $j ] def", $ps);
8 file_put_contents ("Oxbeef.ps", $ps);

9 passthru("ps2pdf Oxbeef.ps >/dev/null 2>&1", $ret);
10 if ($ret == 0) {

11 printf ("%02x%02x", $i, $j);

12 exit;

13 }

14 ¥

15 }

But fails to allow extraction of cleartext
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Presentation Analysing mystery file pdump Decryption Bir Oxbeef Bit

Oxbeef file

Stealing cleartext

"Ma préférée, c'est PHP !"

® Once the second half of the key is broken, (0xbb2b)
using our oracle, we can extract the content from the
Postsript file (/D) and decrypt it once again using... PHP

® \We rely on PHP mcrypt library to decrypt RC4
ciphertext...

® to get another Postscript file to move on to the next
step :)
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entation Analy y / Oxbeef Bitmap
o] [ O O 00 OC O000e OC O

Oxbeef file
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Bitmap a
©00000

The secret lies into this image

The secret lies into this image

Open image using evince

LE SECRET EST
ODAMS CETTE IHAGE 2
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Bitmap a
0@0000

The secret lies into this image

Postscript file structure of the image

® image.ps
1| %'PS
21126 16 scale
3126 16 8 [ 126 0 0 -16 0 16 1]
41 { <
5| %DATAY,
6> %

Adventures in solving INSA Toulouse challenge Julien Marchand <jmarchan@etud.insa-toulouse.fr> 55/64



Bitmap a
000000

The secret lies into this image

Postscript file structure of the image

Informations

e Width : 126 pixels.
® Height : 16 pixels.
® Image type : 8 bits grey scale.
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ation Analysing mystery file Tr

The secret lies into this image

First intuition

Steganography...

® [ SB : Least Significant Bit.

® | SB from height consecutive pixels are forming a byte
containing information to extract.

® As you can see on the former image, human eye cannot
distinguish from two blacks : 0x01 and 0x00.
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Bitmap a
000000

The secret lies into this image

Image secret data

® The first gray pixel (0x38) is likely giving the size of the
data to be excracted in bytes.

® We then have to consider LSB from 0x1c0 bytes.
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Bitmap a
00000e

The secret lies into this image

C extraction

® img.h

[y

char 1ol[] = {0x38, Oxfe, Oxfe, Oxff, Oxff, Oxfe
, Oxfe, Oxff, Oxfe, Oxff, Oxfe, Oxff, Oxfe, O
xfe, 0x01, Oxff, Oxfe, Oxfe, Oxfe, Oxfe, Oxfe
, Oxfe, Oxff, Oxfe, Oxfe, Oxff, Oxff, Oxfe, O
xfe, Oxff, Oxff, Oxff, Oxfe, Oxff, Oxfe, Oxff
, Oxfe, Oxfe, Oxff, Oxff, Oxfe, Oxff, Oxff, O
xfe, Oxfe, Oxfe, Oxff, Oxff, Oxfe, Oxfe, Oxff

, Oxfe, Oxfe, Oxff, Oxff, Oxff, Oxfe, Oxff, O
xfe /*...%x/};

Adventures in solving INSA Toulouse challenge
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The secret lies into this image

C extraction

® img.c
1 #include <stdio.h>
2 #include "img.h"
3
4 void 1sb () {
5 unsigned char *img = lol;
6 unsigned char i, n = *(img++);
7 unsigned int cpt = 0;
8 for (i = 0; i < nj; i++) {
9 unsigned char j, c = 0;
10 for (j = 0; j < 8; j++) {
11 c |= (x(img++) & 1) << j;
12 cpt++;
13 }
14 printf ("%c", c);
15 }

16 printf("total
17 3

19 void main() {
20 1sbO);
21 }

%u chars.\n",

cpt);

Bitmap a
000000

Adventures in solving INSA

ulouse challenge
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Bitmap a
000000

The secret lies into this image

C extraction

e Out
1/$ gcc img.c && ./a.out
2|Le secret est ce qui se trouve en 43031’35"N 5

026744 "E.
3|total : 448 chars.
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Bitmap a
000000

The secret lies into this image

Last pizza break
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Conclusion
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Conlusion

® That was fun!

Adventures in solving INSA Toulouse challenge Julien Marchand <jmarchan@etud.insa-toulouse.fr> 64/64



Conlusion

® That was fun!

® But a bit too easy :)
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